HacTtponkun DCOM Ha KoMmnbloTepe ¢ ycTaHoBreHHoM Vista Workstation

I. HacTtpouka npaB goctyna ana My Computer

[IpaBa gocTyma ONpeneNsoT YYETHYIO 3allMCh, MMEIOUIYIO MpaBa Ui 3allyCKa MPUIOKCHUSI.
Bam HE0O0X0aMMO yCTaHOBHUTH MpaBa JOCTylma Ha 0OOMX KOMITBIOTEpaxX, U Ha TOM Tne paboTaer
cepBep Vista 1 Ha TOM r/ie ycTaHoBIIeHa pabouas ctanmus (Vista Workstation).

MpumeyaHne

. [Ipara mocryna mist My Computer (Moii koMIibloTep) B cucteMe Vista ¢
yAan€HHBIM 10cTyoM B Paboueii rpymme win He-NT gomeHe OyayT Takumu ke kKak [IpaBa
noctyna s Moii koMnbloTep B cucteMe Vista ¢ yian€HHBIM JOCTYIIOM B IOMEHE.

. Ecan HecKoJIbKO KOMIIBIOTEPOB HaxoasTcs B padoueii rpynne (Workgroup),
TO Ha KaKI0M KOMIBIOTEpe HEO0OX0AUMO CO31aTh AAMHUHUCTPATOPOB € OTMHAKOBBIM
HMeHeM 110J1b30BaTe/Isl M MapoJieM. JTo TpeGoBaHUe 0e30[IaCHOCTH NIPU
ucnoJib30BaHuu Padoueii rpynmnbl

Kaxk wHactpouts npasa goctyna DCOM, cm. PykoBoactso mo ycranoBke TAC Vista Ne04-
00001-01-ru pa3nen 3.3.3 «Hacrpoiika npaB goctymna aist My Computery, Ha crpanure 21.

[I. Hactpouka Launch and Activation Permissions (Pa3pelwieHuin Ha 3anyck
¥ aktuBauuio) Ha My Computer

Bam neoOxoanmo ckoHurypupoBath HacTporku Oe3omacHoct COM yuisi OCYIIECTBICHUS
KOMMYHHUKAIIHH 110 CETH.

Nmerotcs nBa Tumna Hactpoiiku npas poctyna B COM Security (besomacaocte COM):

* Access permissions (IIpaBa qoctyma)
* Launch and Activation permissions (Pa3permienust Ha 3amyck U aKTHBAIIHIO)

Pa3pemienust Ha 3amycK M aKTHBAIMIO OMPENESIOT YUETHYIO 3allMCh, UMEIOIIYIO MpaBa AJis
3armycka ocHoBaHHoOro Ha TexHosnorun COM mnpunoxenusi, Hanpumep cepsep TAC Vista, kak 1o
CETH, TaK U JIOKAJIBHO.

IOna HacTponku PaspelweHui Ha 3anyck u aktuBauuio ansa My Computer

1. Ha xommbroTepe ¢ cepBepom Vista, 3amyctute Component Services (Ciry>kObl KOMITOHEHTOB).

CoBeTt

« Bl Mosxete momyuants goctyn kK Ciyx0e komrnoneHTos u3 [lanenn ynpasneHus B

MeHro Administrative Tools (A IMHUHACTpUPOBAHUE).
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2. Breibepute B crpykrype mytb Component Services\Computers\My Computer (Ciyx0bi
kommoHeHTOB\KommbroTeps\Moii KOMITBIOTED), M TTOTOM Haxkmute Properties (CoiicTsa).

'+ Component Services

@ File Action View ‘\Window Help

© El
[ Consale Root Computers 1 object{s)
- @ Component Services =
=[] Computers !
R ] Computoge
+ |g) Event Viewer (Local Stop M5 DTC
i % Services (Local) Refresh all components

Mew Window From Here

Help

3. Breibepure Biiaaaky Default Properties (CoiicTBa 1o yMOI4aHHIO).

My Computer Propetties 2xl
Default Protocals | MSDTC | COM Security |
General | Optionz Default Properties

¥ Enable Distributed COM on this computer

[~ Enable COM Internet Services on this computer
r— Default Distibuted COM Communication Properties
The authertication Level specifies securnity at the packet level.

Default Authentication Level:

MHone j

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the clisnt's identity.

Diefault Irmperzonation Lewvel:
Imperzonate j

Security for reference tracking can be provided if authentication iz uzsed
and that the default impersonation level iz not anonymous,

[T Browide additional security for reference tracking

ak I Cancel | Lpply |

Bribepute Enable Distributed COM on this computer (Pazpemmts ucnonszosanrne DCOM

Ha 3TOM KOMITBIOTEPE) U YCTAHOBUTE TaIOUKY.
®
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B cnincke Default Authentication Level: (Yposeus mpoBepku MOATHHHOCTH [0 YMOJTYAHHUIO)
HeoOxoaumo BeIOpaTh mozuiuio None (Her).

B cniucke Default Impersonation Level: (YpoBeHb osuiieTBOpEHHS 110 YMOITYAHUIO)
HeoOXoauMo BeIOpaTh mo3uiuio Impersonate (OnuieTBOpeHuHE)

MpumeyaHne

* Pazpemas ucnonszoBanrne DCOM Ha KOMITBIOTEpPE C YCTAHOBJICHHBIM
cepepom Vista, Ber maére Vista Workstation BO3MOXHOCTb 0OpaIieHust K
ymnanéHHOMY cepBepy Vista.

* Ha xommbroTepax ¢ ycraHoBieHHoU Vista Workstation Bam
HEOO0XOIMMO pa3peniuts ucnoiab3oBanue DCOM, uro ObI 1aTh cepBepy Vista
BO3MOXKHOCTB JIOCTYIa K paboueli cTaHIuu (0OpaTHBIH BBI30B).

4. Beioepure Briaaky COM Security (bezonacaocts COM).

My Computer Properties

General Options Default Properties
Default Protocols MSDTLC LOM Securty
| . |

5. B 3one Pa3pemienusi Ha 3amyck u aktuBamuio, Haxmure Edit Limits (M3menuts

OTPaHUYEHUS).

Security Limits ]

Group of user names:

m Administrators [wSAB100530% dministrators]
L 44 ANDNYMOUS LOGON

ﬁ E verpone

Permizsions for aNONYMOUS
LOGON Allow Deny
Local Launch
Remote Launch
Local Activation

Oo00®™

FRemote Activation

| oK. | Cancel |
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6. B 3one Group or user names (I'pyrimer wiu nosns3osaren), Beitoepure ANONYMOUS
LOGON (AHOHMMHBIM BXO/).

7. B xononke Allow (Paspemnts), BoiOepute Remote Activation (Y naieHHas akTHBaIws).

Launch Permission EJW

Security Limitz l

GI’CIJD 0r USer names:

m Admanistratars (WSAB 100418 Administiators)
m ANOMNYMO IS LOGON

ﬁ Everpore

Pemissions for ANONYMOUS
LOGON

Allow
Local Launch
Cl
O

Remote Launch
Local Activation
Remate Activation

| Ok | Cancel

MpumeyaHune

- [penocrapnss yuérHoii 3amacu AHOHUMHBIN BXOJI paspernenne
Ha yIaJ€HHY0 akThBanuio, Ber naéte Vista Workstation Bo3M0xHOCTB
oOpalleHus K yIaéHHOMY cepBepy Vista.

- Ha koMmbroTepax ¢ ycranoBinenHo# Vista Workstation Bam
HEOOXOIMMO MPEIOCTABHTH YIaIeHHOH yuéTHoi 3armincn AHOHUMHBIN
BXO/ pasperenue Ha y1aJleHHYIO aKTHBALHIO, YTO ObI 1aTh cepBepy Vista
BO3MOXHOCTb JOCTYIIa K paboueli craHuy (0OpaTHBIN BBI30B).
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8. B monie Group or user names (I'pymmsl wim nosbp3oBarenu), Beioepure Everyone (Bce).

Launch Permission

Security Limits l

Group of user names:

ﬂ Administratcrs [WS5ABT 005300 dministrators)
ﬂ ANONYMOJS LOGON

devegore |

Add.. | Remove |

Petmissions for Everyone

Local Launch
Remate Launch
Local Activation
Femaote Activation

ORO[|§
Oooo|§

oK Cancel
| | |

9. B kosnonke Allow (Pasperuts), BeiOepure Remote Activation (Y naneHHast ak THBAIHs).
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Launch Permission @@
Security Limits |

Group of user names;

ﬁ Admiristrators [WSAB 10041 B\ Admanistrators)

ﬁANDNYMDUS LOGON
[ﬁ Ewveryone
Add... | Remave |
Permizsions for Everyone Allow Deny
Local Launch

Remate Launch

Local Activation

OO0
0000

Remate Activation

| 0K | Cancel

MpumeyaHune

- IIpenocrapnss yuéTroii 3amicu AHOHUMHBIN BXOJ] paspemenue
Ha yIaJIEHHY0 akThBanuto, Ber naéte Vista Workstation Bo3MOXXHOCTB
oOpareHus K yoai€HHoOMY cepBepy Vista..

10. Haxwmure OK.

[ToBTOpUTE 5TH NEHCTBHS HA BCEX KOMITBIOTEpaX ¢ cepBepoM Vista.

MpumeyaHune

- Ha komnproTepax ¢ ycranonenHou Vista Workstation Bam
HE00X0IMMO TPEI0CTaBUTh YIaAEHHON YUETHOM 3amucu Bee pasperienre Ha
yIaNEHHYIO aKTUBAIIWIO, YTO OBl aTh cepBepy Vista BO3MOXKHOCTB JJOCTYIIA K
paboueil ctanuu (0OpaTHBIN BHI30B).

lll. HacTtpouka Launch and Activation Permissions (Pa3pelweHui Ha 3anyck
u akTuBauuro) ansa TACOS

Pa3pemenuss Ha 3amyck M aKTHUBALMIO OMPEAENSIOT YUYETHYIO 3alKCh, UMEIOIIYIO MpaBa JUIs
3amycka ocHoBaHHOro Ha TexHosnorun COM mnpunoxenusi, Hanpumep cepsep TAC Vista, kak 1o
CETH, TaK U JIOKAJIBHO.
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[Onsa HacTponku Pa3peweHnn Ha 3anyck u aktuBauuio ana TACOS

1. Ha xommbroTepe ¢ cepBepoM Vista, 3amycture Component Services (CaykObl KOMIOHEHTOB).

CoBeTt

+ Bel MoskeTe nosyunts goctyn k Ciyxxoe kommnoHeHToB u3 [lanenn
ympasieHus B MeHI0 Administrative Tools (AAMUHHCTpUpOBaHHE).

2. Bribepure B cTpykrype myth Component Services\Computers\My Computer\DCOM
Config\TACOS (Cunyx065b1 komnonenToB\Kom-nibroTepb\Moii kommbtotep\HacTpoiika
DCOM\TACOS), u motom Haxxmute Properties (CoiicTsa).

i Component Services

@ File Action View Window Help _]!5’

& = B[@ 2 7| 2
(] Console Root
[= @ Componert Services
- [ Computers
- El My Computer
[+(_] COM+ Applications !
+{_3 DCOM Config &

7% Taccipclint
Ry TACMENTA32, Application, 400

View 4

Tace
(] Distibuted Transaction C &3 T-"“"l
+(_] Rurnng Prozesses 7% TD Manual RUnner Agent Object
i+ || Event Viewer (Lacal) A TintSvr
i+ Services (Local) &% UpdaterUl

| A = ava

3. Beibepure Brimaaky Security (besomacHocTs).

TACOS Properties

| General | Location Security | Endponts | [denkity |

Launch and Activation Permizsions

(" Use Default

(* Customize Edit..

4. B 3one Pa3pemeHusi Ha 3amyck W akTuBanui, BeiOepute Customize (Hactpouts) u
3arem Hakmute Edit (M3MeHuTs).

5. B orkpeiBmemes oxne Launch Permissions (Paspemenue Ha 3amyck), B mone Group or
user names (I'pynmel wiu nonszoBatenu), Beioepure ANONYMOUS LOGON (AHOHMMHBIN
BXO[N).
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Launch Permission E|E|

Secunty |

Grnup N SR AR

€7 ANDNYMDJS LOGON
ﬁ Authenticated Usars
ﬂ! Ewveryone
Add | Remaove |

Permizsions for AMONYMOUS

LOGON Allow Dery
Laocal Launch M
Remote Launch [ O
Lual Awtivalivn (| O
Riemate Activation iCl O

oK | Cancel |

6. B kosnonke Allow (Paspemuts), BeiOepure Remote Activation (Y naneHHas ak THBAIHs).

Launch Permission EI@

Security ]

[Group of user names:
mANDNYMDUS LOGOM
ﬁ Authenticated Users
m Everpone

Add... | Remove |
Perrmigsions for ANOMNYMOUS
LOGOMN Allowe Deny
Local Launch [
Remote Launch | ]
Local Activation o (|
Remote Activation |

ok | Cancel |

7. B mone Group or user names (I"pynmsl uian monp3oBaTenu), Beioepute Everyone (Bcee).
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Launch Permission

Security |

Group oF WSer nanmes:

m ANONYMOUS LOGON
€7 Authenticated Users
ﬂ Everyone
Add... | Remaowve |

Permissions for Everyone Allow Deny

Local Launch O

Rermote Launch D |:|

Local Activation O (|

Riemote Activation O |

[ ok | concel |

8. B xononke Allow (Paspemnts), Boioeputre Remote Activation (Y naneHHast akTHBAIs).

9. Haxxmure OK.

Launch Permission

Security l

Gmup OF LISEl Names:

€71 ANONYMO S LOGON
€7 suthenticated Users
ﬁ Evempone

Add I Remave |
Pemmissions for Everyone Allow Deny
Local Launch O
Femoate Launch El Fl
Local Activation | O
Flemate Activation [#] | |
ok | Cancel

[ToBTOpHUTE 3TH ACHCTBHS HA BCEX KOMITBIOTEpaX ¢ cepBepoM Vista.
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IV. HacTtpounka npaB goctyna ansa TACOS

[IpaBa noctyna onpenensior y4ETHYIO 3aliCh, UMEIOUIYIO MIpaBa sl 3alycka MPUI0KEHHS.

IOna HacTpownka npaB goctyna Ha TACOS

1. Ha xommsroTepe ¢ cepepomM Vista, 3amyctute Component Services (Ciry>xOb1

KOMITIOHEHTOB).

CoBeTt

- BBl MoXxeTe IMOJIYy4YUTh JOCTYII K CJ'Iy>K66 KOMIIOHEHTOB H3 [lanenn

ympasieHus B MeHI0 Administrative Tools (AAMUHHCTpUPOBaHHE).

2. Beibepure B ctpykType myth Component Services\Computers\My Computer\DCOM
Config\TACOS (Cnyx051 komnonenToB\Kom-tibrorepbr\Moii kommsrotep\Hactpoiika DCOM\
TACOS), u norom Haxkxmute Properties (CoiicTsa).

- Component Services

(B File Action View
& 5 BE

Window

Help .
) B [ |EE =

1.0 Consale Root

-2 Compubars

+ Services (Local)

= @ Companent Services

= @ My Compuker
+-[_7] COM+ Applications
F {3 DooM Config

+ D Running Processes

+ % Event Wiewer (Local)

o
DZoM Config 166 object(s)
., T

@y pdaterll
2

M inmneank ava

3. Beibepure Biiaaaky Security (besomacHocTs).

TACOS Properties

Gereral | Location 580U“L‘r‘|Endpunts | dentity

4. B 30ne IIpaBa nocryna, Beioepure Customize (Hactpouts) u 3arem Haxxmute Edit

(M3meHUTS).
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TACOUS Properties E| El

Gereral | Location Secuiy | Endpaints | | dentit

Launch and Activafion Permissions
™ Use Default

* Custorrize Edit..

Access Pemissions

(™ Usze D efault

#* Customize Edit..

5. B otkpsiBmiemcst okae Access Permissions (Paspemienne Ha goctym), B mosie Group or user

names (Ipymmel wix mois3oBarenn), Beioepure ANONYMOUS LOGON (AHOHMMHBIN
BXO/).

6. B xonmonke Allow (Paspemuts), Beioepure Remote Access (Y najieHHbBIN 10CTYII).

Access Permission

Security ]

GIDUD ar L=el names:

ﬂEANDNYMDUS LOGOM

!ﬁ Everone
€7 SELF

€7 SYSTEM

Add... | FRemaove |
Marrnizsions for ANOMNYMOUS
LOGOM Allow Deny
Local Access ]
Remaote Access : F

ar. | Cancel |

MpumeyvaHne

- [Ipeoctasisst yuérHoit 3armcn AHOHMMHBIN BXOJ] pasperrenne Ha
ynanéHubeii goctyn, Bel maére Vista Workstation BO3MOXHOCTb 0OpaIeHHS K
yIaIeHHOMY cepBepy Vista.

- Ha xommbloTepax ¢ ycraHoBieHHon Vista Workstation Bam Heobxoanmo
PEIOCTaBUTh YAANSHHO# yuéTHO# 3ammcn AHOHUMHBIN BXO/I pasperenne
Ha yAaJIE€HHBIN TOCTYII, YTO OBl JaTh cepBepy Vista BO3MOKHOCTH 0OpalIeHus K
paboueii cTaHuy (0OpaTHBIN BHI30B).

11
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7. B mone Group or user names (I'pynms! win mosib3oBarenu), Beioepute Everyone (Bcee).

Access Permission

ety ]

GIUUFI or Lzel Nanss

ﬂ.ﬁNDNYMDJS LOGON

ﬁ Everpons
€7 cELF
€ ST TEM
Bod. .. | Remawe |
Fermizzionz for Everyone Al Deny
Local dccess v F
FemoeAccos Fl |

il | Carcel |

8. B kosonke Allow (Pa3pemuts), Beioepure Remote access (Y aanéuubiii 1ocTy).

MpumeyaHune

- I[IpenocraBmnss yu€rHoM 3anucu Bee paspenieHne Ha yaan€HHbIN JOCTYII,
Bor maére Vista Workstation BO3MOXXHOCTE 0OpanieHns K yIaléHHOMY cepBepy Vista.

12
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9. Haxmure OK.

Access Permission ElEl

Secuity ]

GIDUD Or User names:

fﬂ.ﬁ.NDNT’MDJS LOGON
£ Exenons

7 cELF

€F srsTEM

Parmizzsionz for Evenpone Al Dery
Local Access = F
Femate Access ue]: ¥

BaxHo

o]

Canzel

- Bam HeoOxoanmo niepe3arpy3uTs Bamn komnbroTep, 4To0bI
n3MeHeHus B HacTpoiikax DCOM BCTynWIH B CUITY.

[ToBTOpUTE 5TH NIEHCTBHS HA BCEX KOMITBIOTEpaX ¢ cepBepoM Vista.

V. Ecnu nocne Bcex HacTpoeKk coeauMHeHune OTCYTCTBYeT, NpoBepsieM Bce

elle pas.

Heo0OxonnMo npoBepuTh, 4TO HACTPOMKH UJEHTHYHBI HAa BCEX KOMITbIOTEpax B paboueil rpymrme

NI JOMCHEC.

st aToro B komanHo# cTpoke (ITyck — BIMOTHUTE) HabupaeM KOMaHy:
"C:\Program Files\TAC\TAC Vista 5.0.2\tacos.exe" /unregerver

a 3aTeM

"C:\Program Files\TAC\TAC Vista 5.0.2\tacos.exe" /regserver

Tonbko mocse 3TOro eme pa3 BIIOJIHSAEM BCE HACTPONKHU COINIACHO MHCTPYKIUH.
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